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../../ DothotPwn

DotDotPwn es un fuzzer inteligente y bastante flexible para descubrir
vulnerabilidades de tipo Directory Traversal en software, a través de protocolos
como HTTP, FTP, TFTP, entre otros. Ademas, tiene un moddulo independiente de
protocolo que permite enviar las pruebas al host y puerto especificado. Esta
escrito en el lenguaje de programacion Perl y funciona en plataformas *NIX y
Windows. Esta es la primer herramienta Mexicana incluida en la distribucion de
Linux orientada a Penetration Testing (BackTrack Linux).
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./../ DotDotPwn @ BackTrack 4 R2
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../../ Introduccion

Directory Traversal Vulnerability

Vulnerabilidad informatica que ocurre cuando no existe suficiente seguridad en
cuanto a la validacion de un usuario, permitiéndole acceder a cualquier tipo de
directorio superior.

Un ejemplo tipico de una aplicacién vulnerable es:

<?php
Stemplate = '"blue.php':
( isset | E_CGGHIE [ '"TEMPLATE"] |} )
Stemplate = $ COORIE['TEMPLATE']:
( "/home/users/phpguru/templates/™ . Stemplate );

L

Fuente: http://es.wikipedia.org/wiki/Directory_traversal
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Directory Traversal Vulnerability

Un ataque contra este sistema podria ser mandar la siguiente peticion de HTTP:

GET /vulnerable.php HTTP/1.0
Cookie: TEMPLATE=../../../../../../../../../etc/passwd

___________________________________________________________________________________________________________________________________________________________________

HTTP/1.0 200 OK
Content-Type: text/html
Server: Apache

root:£i3sED95ibgR6:0:1:5ystem Operator:/:/bin/ksh
daemon:*:1:1::/tmp:
phpguru: £f8fk37J10I1£31.:182:100:Developer: /home/users/phpguru/:/bin/csh

__________________________________________________________________________________________________________________________________________________________________ -

Fuente: http://es.wikipedia.org/wiki/Directory_traversal
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Directory Traversal Vulnerability

Algunas aplicaciones realizan escaneos sobre las cadenas introducidas (para
prevenir el Directory Traversal) buscando caracteres peligrosos como:

=\
-/

Sin embargo, la cadena es usualmente decodificada en URI antes de ser
utilizada. Es por ello que estas aplicaciones son vulnerables a percent encoded
como:

%2e%2e%2f que se traduce a ../

%2e%2e/ que se traduce a ../

..%2f que se traduce a ../

%2€%2e%5¢ que se traduce a ..\

etc.

Fuente: http://es.wikipedia.org/wiki/Directory_traversal
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Fuzz Testing

Fuzz testing or fuzzing is a software testing technique that provides (in)valid,
unexpected, or random data to the inputs of a program. If the program fails (for
example, by crashing or failing built-in code assertions), the defects can be
noted.

Fuzz testing enhances software security and software safety because it often
finds odd oversights and defects which human testers would fail to find, and
even careful human test designers would fail to create tests for.

Fuente: http://en.wikipedia.org/wiki/Fuzz_testing
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Intelligent Fuzz Testing

I What is intelligent fuzzing?

. Notion of randomness (dumbness) and

protocol specificlknowledge|(intelligence)

— Purely random data has tound a few bugs in the
past but will likely get dropped really fast really
often

- Too much intelligence can be expensive
. Could also lead to some of the same poor
assumptions coders made

Fuente:
DeMott, J. (2006). The evolving art of fuzzing.
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Intelligent Fuzz Testing

| Why do Fuzzers work?

A general goal to break software
— Traditional testing focuses on proper
functionality, not security testing. Errors of
omission are an interesting example. (bounds check)
Code Coverage
- A false sense of security. Coverage tells us
something, but not the complete story.
Gap Coverage
- Researcher's testing tools/techniques different
from creators

Intelligent randomness
— All paths + all data ==|infinite problem

-

Fuente:
DeMott, J. (2006). The evolving art of fuzzing.
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Intelligent Fuzz Testing

Creating [semi-valid

- Tools for sale
. Cyclic

— Deterministic runs

I . lTest Cases

data

. 110 10000 bytes inserted in each position on each
line/leg incremented by 1 byte (0x00-0xff)

. Random
— Infinite runtime

. With intelligence could cover more of the input space

in a finite time

Fuente:
DeMott, J. (2006). The evolving art of fuzzing.
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Origen / Evolucion

CHANGELOG.txt
DotDotPwn v1.0
Release date: 21/Aug/2010
= Checker Script
= Core component: Traversal database (external .txt files) with 881 payloads

» Based on Shlomi Narkolayev’s Directory Traversal Cheat Sheet
= http://narkolayev-shlomi.blogspot.com/2010/04/directory-traversal-fuzz-list.html

DotDotPwn v2.0

Release date: 2/Sept/2010 (NON-PUBLIC Version)
» From Checker to Fuzzer
= Rewritten from the scratch
» Modular architechture (DotDotPwn packages)
= Core component: Traversal Engine
= A cool banner was included ;)

DotDotPwn v2.1
Release date: 29/0ct/2010 (PUBLIC Release at BugCon Security Conferences 2010)

Release date: 14/Oct/2010 (NON-PUBLIC Version)

» False positives detection
» More modules included

DotDotPwn v3.0

Release date: ¢?/2011
= PROXIMAMENTE
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Diseiio / Arquitectura

INPUTS FUZZ PATTERNS ; OUTPUTS
: CREATION :
: : Modules
manual OS type .
@ ‘ : - HTTP
Nmap ||- (O Traversal Engine A :
OS detection y HTTP URL
- A :
: %2f..%2f I
Despness ||- : ot e ol FTP
. .-%C0%2f..%c0%2f .
. ..%U2215..%u2215 -
. ..%UF025..%uF025 . TFTP
. ..%25¢1%259¢..%25¢1%259¢ E
Filenames I I - E %252e%252e%c0%5c%252e%252e%cO%50j E PAYLOAD
: : STDOUT

Dots & Slashes )
Encodings i %

= Bisection Algorithm
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Algoritmo de Biseccion

F(x)
= Deteccion exacta de profundidad de una
vulnerabilidad identificada Fa)

En matematicas, el método de biseccidon es un algoritmo de
busqueda de raices que trabaja dividiendo el intervalo a la mitad y
seleccionando el subintervalo que tiene la raiz.
http://es.wikipedia.org/wiki/Método de biseccién

ododold ol Jete/passwd (16) &7

wludod ol o Jetc/passwd  (16/2 = 8) 3§
wldoddod ol od ol o Jetc/passwd  ((8+16) /2 =12) &
wlodododdddd L Jetc/passwd  ((8+12) /2 =10) ¥

cled el el el oul ool Jetc/passwd  ((10412) / 2 = 11) @

5 requestsen vezde 11 !
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Opciones de uso

USAGE.txt
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he Directory Traversal Fuzzer
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Uzage: ./dotdotpwn.pl -m <module> -h <host> [OFTICHS]
Lwvailable options:
Module [http http-u frp tftp payload stdout]
Hostname
Cperating Sy=stem detection for intelligent fuzzing (nmap)
Cperating System type if known ("windows" or "unix")
Service wersion detection (banner grabber)
Deep of traversals (e.g. deepness 3 equals to ../.. ../ ; default: &)
Bisection Algorithm: detect the exact deepness once a wvulnerabkility has bkeen found
1 (e.g. Jetc/motd; default: according to 05 detected, defaults in TraversalEngine.pm)
Extra files (e.g. web.config, httpd.conf, etc.; default: éExt:a_f;'es in
with the part to be fuzzed marked as TRAVERSAL http://
g patt to match in the response if it's i abkle (e.g.
name with the pavload to be sent and the part to be fuzzed marked as
Port to connect (default: HITP=E20; FIP=21; TFIP=g&9)
Time in milliseconds between each test (default:
Break after the first wul
Username (default: 'anonymous')
Pazsword (default: "dot@dot.pwn')

e

Fuiet mode (doesn't print each attemp)
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Opciones de uso

EXAMPLES.txt

LS

We encourage you L3 I USAGE.txt in order to understand
the examples

= HITP Module
JSdotdotpwn.pl -m http -h 192.1 1.1 2080 -f fetc/hosts -k "localhost"™ -d

The Traversal Engine will create fuzz pattern strings with 8 lewvels of deepness,

DotDotPwn will =zsend & reguests per second (-t) against the Web server (-m) listening on port
8080 (-x) and installed in 1 1.1 (-h). Additionally, thi=z will try to retrieve the
Jete/hoste file (-f) and to avolid false positives, an extra 7 e done against the
gerver's response in order to find the "localhost" keyword withi it's considered

vaulnerable.

= FTP HModule
DSdotdotpwn.pl —-m ftp -h . -0 nitrfu=s -P nltriuSpwnzj00 —-g -x 65021

First off all, DotDotPwn will try to cobtain the banner message (-s) of the FIP Server (—m)
li=stening on port &5021 (-x), an ] will try to log in with the specified username (-U)} and
- -

password (-P} in case of the server deoesn't allow anonymous access. On it will
try to retrieve the files in the "retrieved files" local folder. Also, DotDotPwn won't print the
details of each attempt, instead, it will work in guiet mode [(—-g) and will only print the

vulnerable traversal patterns detected.
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Sitio y contacto oficial

README.txt

Official Website: http://dotdotpwn.blogspot.com

Official Email: dotdotpwn@sectester.net
Bugs / Contributions / Improvements: dotdotpwn@sectester.net

You should hawve
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Descarga

DotDotPwn v2.1:

PacketStormSecurity:
hitp://packetstormsecurity.org/files/view/95399/dotdotpwn-v2.1.tar.qz

BackTrack Linux 4 R2:

# apt-get update

# apt-get install dotdotpwn

# cd /pentest/fuzzers/dotdotpwn/
# ./dotdotpwn.pl

Mirror:
http://www.brainoverflow.org/code/dotdotpwn-v2.1.tar.qz
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Contribuciones

AUTHORS.txt

Feature/ldea:

Implementation of the Bisection Algorithm once a vulnerability has been found in order to determine the exact deepness of
the directory traversal. Origin of -X switch.

http://en.wikipedia.org/wiki/Bisection_method

By: Roberto Salgado aka LightOS
http://twitter.com/LightOS
http://www.websec.ca

Feature/ldea:
Not always include the @Extra_files (e.g. web.config, httpd.conf, etc.). Origin of -e switch.
Specify the Operating System type if known ("windows" or "unix"). Origin of -0 switch.

By: Eduardo Ruiz Duarte aka Beck
http://twitter.com/toorandom
http://math.co.ro
http://b3ck.blogspot.com

Feature/ldea:
Random User-Agent in HTTP requests for IDS/IPS detection avoidance.

By: Diego Boy & Cristian Urrutia aka Gashnark
http://twitter.com/Diego_Boy http://twitter.com/blion_tec
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Vulnerabilidades descubiertas

S ON CRATSUBSO
U T8 [(in)Security Dark

- !i : Labs
A%y i

- ]

CubilFelino Securlty Research Lab

CubilFelino Security Labs

Chatsubo [(in)Security Dark' Labs

Directory Traversal Fuzzing Journal
nitrldus (nitrousenador@gmail.com) Directory Traversal Fuzzing Journal
chrix (chrix@sectester net)

Servidores probados
« HTTP: 72
» Plataformas HTTP: 2 (CMS’s)
« FTP: 25
= TFTP: 11




../../ Informacion General

Vulnerabilidades descubiertas

Ejemplos del registro de hallazgos

HTTP Servers fuzzing results

Yes No
AppWeb Embedthis Software 322 Linux X 12/09/2010 [#] Total Traversals found: 0
Cherokee Alvaro Lépez Ortega 1.0.8 Linux (src) X 12/09/2010 [#] Total Traversals found: 0
Jetty Mort Bay Consulting §.0.0.M1 Linux (java) X 12/09/2010 [#] Total Traversals found: 0
Lighttpd Jan Kneschke 1.4.28 Linux (src) X 12/09/2010 [#] Total Traversals found: 0
Lighttpd Jan Kneschke 1.4.19 Linux (debian dist) X 12/09/2010 [#] Total Traversals found: 0
Nginx Igor Sysoev 0.7.67 Windows X 12/09/2010 No fuzz performed - Anomalies in communications
Nginx Igor Sysoev 0.8.50 Windows X 12/09/2010 No fuzz performed - Anomalies in communications
Boa Paul Phillips 0.94.13 Linux X 02/10/2010 DotDotPwn stops when sending: ............ \web.config
Devwex Seanox Software Solutions 1.2010.0410 Linux (java) X 02/10/2010 [#] Total Traversals found: 0
Fnord Felix von Leitner 1.10 Linux X 02/10/2010 [#] Total Traversals found: 0
Hiawatha Hugo Leisink 7.3 Linux X 02/10/2010 [#] Total Traversals found: 0
Klone KoanLogic 221 Linux X 02/10/2010 DotDotPwn stops when sending: ..%c1%9cweb.config
Mongoose Sergey Lyubka 211 Linux X 02/10/2010 +] Total Traversals found: 0
Mongoose Sergey Lyubka 21 Windows X 02/10/2010
Motorola SURFboard Matorola SBGY00 Motorola Modem X 02/10/2010 [#] Total Traversals found: 0
HTTPFileServer Massimo Melina 2.2f Windows X 02/10/2010 [#] Total Traversals found: 0
IBM HTTP Server IBM 1.3.26.2 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
IBM HTTP Server IBM 1.3.28.1 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
Virata-EmWeb Virata Corporation R6.2.1 HP LaserJet 4250 X 05/10/2010 [#] Total Traversals found: 0
UPS Server Eaton 1.0 UPS PowerWare 9390 X 05/10/2010 [#] Total Traversals found: 0
Secure Transport Tumblewsed Comms. 491 Solaris (SPARC) X 05/10/2010 [#] Total Traversals found: 0
RealVNC RealVNC 4.0 Windows X 05/10/2010 [#] Total Traversals found: 0

FTP Servers fuzzing results

Traversal Vulnerable

Vendor Version Platform Findings / Comments
Guildftpd 0.999.14 Windows 16/10/2010 [+] Total Traversals found: 0
Easy File Sharing FTP 3.2 Windows X 16/10/2010 [+] Total Traversals found: 0
Cerberus FTP Server 3141 Windows X 16/10/2010 [+] Total Traversals found: 0
Raiden FTPD Server 24 Windows X 16/10/2010 [+] Total Traversals found: 0
Cesar FTP 0.99g Windows X 16/10/2010 [+] Total Traversals found: 0
Zftp Server 29/03/2010 Windows X 16/10/2010 +] Total Traversals found: 0
Home FTP Server 1103 Windows X 16/10/2010 _
Geneb FTP Server 3.10.0 (build 2) Windows X 16/10/2010 [+] Total Traversals found: 0
Core FTP Server Windows X 16/10/2010 [+] Total Traversals found: 0
Klight FTP Server Windows X 16/10/2010 [+] Total Traversals found: 0
Muddleftpd Linux X 16/10/2010 [+] Total Traversals found: 0
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Vulnerabilidades descubiertas

Advisories / Exploits publicados (a la fecha)

» MultiThreaded HTTP Server [chr1x] — http://www.exploit-db.com/exploits/12304

= Wing FTP Server v3.4.3 [chr1x] - hitp:/packetstormsecurity.org/1005-exploits/wingftp-traversal.txt
= VicFTPS v5.0 [chr1x] — htip://www.exploit-db.com/exploits/12498

= TFTP Desktop 2.5 [chri1x] - hiip://www.exploit-db.com/exploits/14857

= TFTPDWIN v0.4.2 [chr1x] - htip://www.exploit-db.com/exploits/14856

= Femitter FTP Server 1.04 [chri1X] - hitp://www.exploit-db.com/exploits/15445

0-days publicados en un congreso de seguridad (octubre de 2010)
» Yaws 1.89 HTTP Server [nitr@us]

= Mongoose 2.11 HTTP Server (Win32) [nitrQus]

= Home FTP Server <=r1.11.1 (build 149) [chrix]

0-day(s) proximo(s) (¢,? 2011) =

I(J’?
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Vulnerabilidades descubiertas

Ejemplo de respuesta [chrix]
3.4.0 - 1st Traversal found !

3.4.1

Released: 29%Ape2010

> Fixed a directory traversal vulnerability when using HTTP protocol. (SA39629)

I Added Portuguese(Brazil) language. 3 4 2

I+ Added Spanish language.

I+ Updated Enaglish language. 343

= Updated the Console application (witpconsole), now it suppornts option *f = Lua file =~ 345 _ 2nd Traversal found '

» Lpdated the Help Manual for webclient and webadmin.
x> Added a passwaord strength bar when changing userfadmin passward. —====——————=======

» Fixed a bug - Cant use filename as parameter far FTP list command.

56 days of exposure!!

» Fixed a bug - Warning dialog will not popup sometimes when uploading via webclient in Mac OS5 X

Released: &Man2010

> Added [talian language.

- Added Dutch language. DotDothn Breaklng PatCheS! @

Updated Foglish language

» Fixed a directory traversal vulnerability where it is possible to see or download files outside of user's home directory. Only in the Web Client.

# Added a feature - Mow supporting graphs display for realtime server traffics.
x> Added a feature - Logo can be customized for Web Client's upper-left corner.
» Added a feature - You can re-generate a random password for an existing user.

x> Added a feature - Disk quota capacity could be displayed in the Web Client.
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Descripcion

£ Traversal Engine N
x oellocd!

z AW

" % 2f..%2f

" ..%255¢..%255¢

x ..%C0%2f..%c0%2f

" ..%u2215..%u2215

. ..%UF025..%uF025

. ..%25¢1%259c¢..%25¢1%259¢c

" 96252e96252e9600965c96252e96252e9600965?///
# all the Generic filemames. If the -0 switch was not enabled,

# the Engine combiness all filenames (Windows, UHIX and Generic)

TEAVEESAE
Creating Traversal patterns (mix of ts and slashes)

Multiplying & times the traversal patterns (-d switch)
Creating the Special Traversal patterns

Translating (back)slashes in the filenames

Adapting the filenames ac ding to the 05 type

Traversal Engine DONE ! Total traversal tes
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Recursos

my EExtra file=s
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Recursos
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Generacion de patrones

=W 3
= N 47
-

-

Er
ng
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Fuzzing Inteligente

Al inicio de la presentacion (Introduccion) ...

. Notion of randomness (dumbness) and
protocol specific|knowledge|(intelligence)

Intelligent randomness
- All paths + all data == infinite problem

Creating|semi-valid|data

Entonces ...
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Fuzzing Inteligente

= Obtencion de archivos de acuerdo al Sistema Operativo detectado

: Wy
../../../boot.ini en *NIX-like & % ..l../../boot.ini en Windows /4 | v

../../..letc/passwd en Windows ul‘// % ./../../letc/passwd en “NIX-like & ;
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Fuzzing Inteligente

fname first slash deletion(ffilename);

fname flrst slash deletion($filename);

rav . fname slash encoding(5fn

fname flrst slash deletion(5filename});

rav . fname slash encoding(5fn

fname flrst slash deletion(5filename});

rav . fname slash encoding(5fn

fname slash encoding(%fname,

I
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Fuzzing Inteligente

= Encoding de diagonales (/) para que una correcta semantica en cada
patron de fuzzing

..%2f..%2fetc/passwd %

%2f.%2fetc%2ipasswd N

%2e%2e%c0%af%2e%2e%c0%afwindows\system32\drivers\etc\hosts %

Y%2e%2e%c0%af%2e%2e%c0%afwindows%c0%afsystem32%c0%afdrivers%c0%a V
fetc%c0%afhosts
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Fuzzing Inteligente




/... Modulos

IHi Emerging Threats Daily Signature Changes

#DotDowPwn

#snort-2.8.4 - snort-2.9.x, and suricata

alert tco SEXTERNAL _NET any -> $HOME _NET $HTTP_PORTS
(msg:"ET SCAN DotDotPwn User-Agent”; flow: established,to_server;
content:"User-Agent/3A| DotDotPwn"; nocase; http_header; threshold:
type limit, track by src,count 1, seconds 60; classtype: attempted-recon;
reference:url,dotdotpwn.sectester.net; sid:yyyyyy; rev:1;)



/... Modulos

Verificacion adicional para evitar falsos positivos "




/... Modulos

DEMO
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DEMO




/... Modulos




/... Modulos

Cumplimiento con RFC 959 - File Transfer Protocol y doble enfoque de
pruebas

» CD <directorio> & GET <archivo>

» GET <directorio><archivo>

1if ($ftp—-rcode
print

&1 1o

return $n_travs 1

usleep(Smain: :time) ;
next;

usleep (Smain: :time) ;
next;




/... Modulos

DEMO




/... Modulos




/... Modulos

Hack en el constructor del modulo TFTP.pm para mejorar la velocidad 'y -:
adaptarse a los requerimientos de tiempo de DotDotPwn (opcion -t )




/... Modulos

DEMO




| lll l/ ““““Ins
PAYLOAD




| lll l/ ““““Ins
PAYLOAD

DEMO




| lll l/ ““““Ins
STDOUT




DEMO
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