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Vulnerabilidad informática que ocurre cuando no existe suficiente seguridad en 

cuanto a la validación de un usuario, permitiéndole acceder a cualquier tipo de 

directorio superior.

Fuente: http://es.wikipedia.org/wiki/Directory_traversal
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Fuente: http://es.wikipedia.org/wiki/Directory_traversal
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Fuente: http://es.wikipedia.org/wiki/Directory_traversal

Algunas aplicaciones realizan escaneos sobre las cadenas introducidas (para 

prevenir el Directory Traversal) buscando caracteres peligrosos como:

..

..\

../ 

Sin embargo, la cadena es usualmente decodificada en URI antes de ser 

utilizada. Es por ello que estas aplicaciones son vulnerables a percent encoded

como:

%2e%2e%2f que se traduce a ../ 
%2e%2e/ que se traduce a ../ 
..%2f que se traduce a ../
%2e%2e%5c que se traduce a ..\
etc.
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Fuzz testing or fuzzing is a software testing technique that provides (in)valid, 

unexpected, or random data to the inputs of a program. If the program fails (for

example, by crashing or failing built-in code assertions), the defects can be 

noted.

Fuzz testing enhances software security and software safety because it often

finds odd oversights and defects which human testers would fail to find, and

even careful human test designers would fail to create tests for. 

Fuente: http://en.wikipedia.org/wiki/Fuzz_testing
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Fuente:

DeMott, J. (2006). The evolving art of fuzzing.
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Fuente:

DeMott, J. (2006). The evolving art of fuzzing.
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README.txtREADME.txt
It's a very flexible intelligent fuzzer to discover traversal directory vulnerabilities in software 

such as Web/FTP/TFTP servers, Web platforms such as CMSs, ERPs, Blogs, etc. Also, it 

has a protocol-independent module to send the desired payload to the host and port 

specified. On the other hand, it also could be used in a scripting way using the STDOUT 

module. It's written in perl programming language and can be run either under *NIX or 

Windows platforms.
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CHANGELOG.txtCHANGELOG.txt

DotDotPwn v1.0DotDotPwn v1.0
Release date: 21/Aug/2010

� Checker Script
� Core component

� Traversal database (external .txt files) with 881 payloads
� Based on Shlomi Narkolayev’s Directory Traversal Cheat Sheet

� http://narkolayev-shlomi.blogspot.com/2010/04/directory-traversal-fuzz-list.html

DotDotPwn v2.0DotDotPwn v2.0
Release date: 2/Sept/2010 (NON-PUBLIC Version)

� From Checker to Fuzzer
� Rewritten from the scratch
� Modular architechture (DotDotPwn packages)
� Core component

� Traversal Engine
� A cool banner was included ;)

DotDotPwn v2.1DotDotPwn v2.1
Release date: 29/Oct/2010 (PUBLIC Release at BugCon Security Conferences 2010)

Release date: 14/Oct/2010 (NON-PUBLIC Version)
� False positives detection
� More modules included
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Traversal Engine

../../

..\..\

..%2f..%2f

..%255c..%255c

..%c0%2f..%c0%2f

..%u2215..%u2215

..%uF025..%uF025

..%25c1%259c..%25c1%259c
%252e%252e%c0%5c%252e%252e%c0%5c

INPUTSINPUTS FUZZ PATTERNSFUZZ PATTERNS

CREATIONCREATION
OUTPUTSOUTPUTS

DeepnessDeepness

FilenamesFilenames

OS OS detectiondetection

Modules

Dots & Slashes
Encodings

HTTP

HTTP URL

FTP

TFTP

PAYLOAD

STDOUT
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USAGE.txtUSAGE.txt

EXAMPLES.txtEXAMPLES.txt
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Servidores probadosServidores probados
� HTTP: 70
� Plataformas HTTP: 2 (CMS’s)

� FTP: 24
� TFTP: 11



../../ ../../ InformaciInformacióón Generaln General
Vulnerabilidades descubiertasVulnerabilidades descubiertas

Ejemplos del registro de hallazgosEjemplos del registro de hallazgos
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Advisories / Exploits publicados (a la fecha)Advisories / Exploits publicados (a la fecha)
� MultiThreaded HTTP Server [chr1x] - http://www.inj3ct0r.com/exploits/11894

� FTP Server v3.4.3 [chr1x] - http://packetstormsecurity.org/1005-exploits/wingftp-traversal.txt

� VicFTPS v5.0 [chr1x] - http://www.inj3ct0r.com/exploits/12131

� TFTP Desktop 2.5 [chr1x] - http://www.exploit-db.com/exploits/14857

� TFTPDWIN v0.4.2 [chr1x] - http://www.exploit-db.com/exploits/14856

00--daysdays @ @ BugConBugCon SecuritySecurity ConferencesConferences –– 2010 (2010 (HellHell yeahyeah !!! !!! ))
� Home FTP Server <= r1.11.1 (build 149) [chr1x]

� Yaws 1.89 (HTTP Server) [nitrØus]

� Mongoose 2.11 (Win32) (HTTP Server) [nitrØus]
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DotDotPwn Breaking Patches! ☺

3.4.0 - 1st Traversal found !

3.4.1

3.4.2

3.4.3

3.4.5 – 2nd Traversal found !

=================

56 days of exposure!!

Ejemplo de respuesta Ejemplo de respuesta [chr1x][chr1x]
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Traversal Engine

../../

..\..\

..%2f..%2f

..%255c..%255c

..%c0%2f..%c0%2f

..%u2215..%u2215

..%uF025..%uF025

..%25c1%259c..%25c1%259c
%252e%252e%c0%5c%252e%252e%c0%5c
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Al inicio de la presentaciAl inicio de la presentacióón (Introduccin (Introduccióón) n) ……

Entonces Entonces ……
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� Obtención de archivos de acuerdo al Sistema Operativo detectado

../../../boot.ini en *NIX-like ../../../boot.ini en Windows

../../../etc/passwd en Windows ../../../etc/passwd en *NIX-like

� Encoding de diagonales (/) para que una correcta semántica en cada 

patrón de fuzzing

..%2f..%2fetc/passwd ..%2f..%2fetc%2fpasswd

%2e%2e%c0%af%2e%2e%c0%afwindows\system32\drivers\etc\hosts

%2e%2e%c0%af%2e%2e%c0%afwindows%c0%afsystem32%c0%afdrivers%c0%a
fetc%c0%afhosts
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HTTPHTTP

Verificación adicional para evitar falsos positivos
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HTTPHTTP

DEMODEMO
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DEMODEMO
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Cumplimiento con RFC 959 - File Transfer Protocol y doble enfoque de 
pruebas

� CD <directorio> & GET <archivo>

� GET <directorio><archivo>
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DEMODEMO
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TFTPTFTP

Hack en el constructor del módulo TFTP.pm para mejorar la velocidad y 
adaptarse a los requerimientos de tiempo de DotDotPwnDotDotPwn (opción -t )
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DEMODEMO
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DEMODEMO
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DEMODEMO
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00--daysdays @ @ BugConBugCon SecuritySecurity ConferencesConferences –– 2010 (2010 (HellHell yeahyeah !!! !!! ))

� HomeHome FTP ServerFTP Server <= r1.11.1 (build 149) [chr1x]

� http://www.exploit-db.com/exploits/15349

� YawsYaws 1.89 (HTTP Server)1.89 (HTTP Server) [nitrØus]

� http://www.exploit-db.com/exploits/15371

� MongooseMongoose 2.11 (Win32) (HTTP Server)2.11 (Win32) (HTTP Server) [nitrØus]

� http://www.exploit-db.com/exploits/15373
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README.txtREADME.txt

OfficialOfficial WebsiteWebsite: : http://dotdotpwn.sectester.net
OfficialOfficial Email:   Email:   dotdotpwn@sectester.net

Bugs / Bugs / ContributionsContributions / / ImprovementsImprovements: : dotdotpwn@sectester.net
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Vote Vote forfor DotDotPwnDotDotPwn as as tooltool forfor nextnext BackTrackBackTrack releaserelease!!!!

http://http://www.backtrackwww.backtrack--linux.orglinux.org//forumsforums//tooltool--requestsrequests/32082/32082--dotdotpwn.htmldotdotpwn.html
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